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Abstract: The purpose of this research was to secure images using only Base64 security and combining Affine Cipher and Rivest Shamir
Adleman cryptography in image security. The research used a qualitative descriptive method, using document study procedures, natural
observations and interviews to obtain and collect data. Meanwhile, software development techniques use the Rapid Application
Development (RAD) method. The results of the study, hybrid cryptography which is a combination of Affine Cipher and Rivest Shamir
Adleman cryptography methods are able to overcome weaknesses in securing Base64 encoding according to the tests that have been
carried out. Weaknesses in Affine Cipher cryptography can be covered with Rivest Shamir Adleman cryptography so that the value of
confidentiality is better maintained and the value of integrity is also better maintained because the use of asymmetric keys in RSA
cryptography is difficult to solve. In comparison, hybrid cryptography is able to disguise signature image data well, but in terms of speed

it takes longer and data memory usage becomes larger compared to using only Base64 encoding.
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1. Introduction

Security in information technology is one of the most
important things to protect data and information from
interference and threats from hackers [1]-[3]. An
important component in information technology security is
data or information. Security can be interpreted as a
condition free from danger and threat. Security is an effort
to maintain confidentiality, integrity, and availability of
data and information [4]-[7]. Data or information can be in
the form of documents, text, images, sounds, or video files.
The process of exchanging data and information between
the recipient and the sender must be maintained so that
there is no loss to each other. One of the techniques that
can be used in securing data exchange to maintain the
confidentiality, integrity, and availability of data is
cryptography, where the data exchanged will be encrypted
using certain techniques [8]-[10].

Cryptography is the art and science of securing data,
information, and messages. Cryptography is a security
method for protecting data or information by using a
password that can only be understood by people who have
the right to access the data or information [11]-[14]. In
cryptography, there is an encryption process that can be
done using an algorithm with several parameters. Usually,
the algorithm is not kept secret, even encryption that relies
on the secrecy of the algorithm is considered something
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that is not good. The secret lies in several parameters that
determine the decryption key that must be kept secret,
parameters being equivalent to the key. One of the
cryptography to secure data is the affine cipher technique.
The affine cipher cryptographic algorithm is one of the
classic cryptographic techniques with a type of substitution
which is the development of the Caesar cipher. Affine
cipher is a symmetric cryptographic algorithm, where the
key for encryption is the same as the key for decryption,
because this cryptography is a development of the Caesar
cipher, affine cipher has a weakness in the small key size
[15]-[17]. Thus, this cryptography can be solved with a
brute force attack [18].

Another cryptographic algorithm is Rivest Shamir
Adleman (RSA). RSA is public or asymmetric key
cryptography, where this cryptography has different keys
for encryption and decryption [19], [20]. In the key
generation process with RSA cryptography, two keys will
be generated. First, the public key is not secret and can be
published and known freely. The public key is only used
for the encryption process. The second key is a private key
that is highly confidential, and may not be shared, and only
the recipient of the message may know this key. The
private key is only used for the decryption process. If the
private key is known by an unauthorized party, then that
party can easily decrypt the cipher text into plain text. The
use of cryptography is not only used on data in the form of
text, documents, or communication messages but can be
applied to images. An image is a form of multimedia that
presents information visually [21].

One example of an image that must be secured is a digital
signature or what is called a digital signature. Digital
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signature security can usually be secured using Base64
security. However, digital signatures that use Base64
security have weaknesses in the confidentiality of the data
so they are very vulnerable to abuse or illegal operations
that can eliminate the confidentiality of the data itself, such
as modification, duplication, or fabrication. Digital
Signature images can be secured using affine cipher
cryptographic  algorithms.  However, affine cipher
cryptography requires other cryptography to make data
security strong [17]. To overcome these weaknesses, affine
cipher cryptography can be combined with the RSA
algorithm. RSA cryptography has a very good level of
security. This is because the security level of RSA
cryptography lies in the difficulty of factoring integers into
two prime numbers. By combining digital signature image
security using affine cipher cryptography with asymmetric
RSA cryptography, image data security can be disguised
and prevent unauthorized parties from breaking the digital
signature [22].

Related to some understanding of signature image security
using the affine cipher and Rivest Shamir Adleman
cryptographic algorithms, this research was conducted to
secure images that only use Base64 security and combine
Affine Cipher and Rivest Shamir Adleman cryptography in
image security.

2. Literature Review
2.1. Affine Cipher Cryptographic Algorithm

Affine Cipher is a cryptographic algorithm developed from
the Caesar Cipher method. This algorithm is
monoalphabetic exchange cryptography [17]. Affine
Cipher performs the encryption process by shifting
characters in a mathematically substantial way. The
fundamental difference from this algorithm is that shifting
is done by multiplying a number that is relatively prime
with the number used during the decryption process. The
whole process depends on the working lock and modulus.
The keys used in this algorithm are two prime numbers and
one integer as a shift. The result obtained is the use of the
Affine Cipher algorithm in carrying out the encryption and
decryption process [23]. The use of this method is very
helpful in securing text that will be sent to other people or
on a computer network. Affine Cipher is the development
of Caesar Cipher which multiplies plain text with a value
and adds it with a character shift value. To encryption
plaintext (P) and ciphertext decryption (C) is stated by the
formula in table 1.

Table 1. The Formula for PlainText Encryption (P) and
CipherText Decryption (C)

Ci =mPi + b (mod n) Pi =m-1 (Ci —b) (mod n)

Where: Where:
C = CipherText C = CipherText
P = PlainText P = PlainText

n = Character range n = Character range

m = Multiplier key is a m-1 = Key Inverse
number that is relatively Multiplier of m
prime with n

b = Character Shift Key

b= Character Shift Key i = Character sequence

i = Character sequence

Encryption PlainText (P) Decryption CipherText

(©)

2.2. Rivest Shamir Adleman (RSA) Cryptographic
Algorithm

Cryptography uses two numbers a public key and a private
key. RSA cryptography was created by Ron Rivest, Adi
Shamir, and Leonard Adleman, after the name of the
inventor, in the 1970s [24]. This design relies on the
complexity of factoring integers which is different from
solving discrete algorithms (Kallam, 2011). RSA
cryptography is often used in short messages. Because
RSA cryptography uses two keys for encryption and
decryption, RSA cryptography is considered an example of
asymmetric key cryptography [25]. The process in RSA
cryptography consists of three processes, namely as
follows.

RSA cryptographic key generation, namely choosing two
large random prime numbers, p and g. Calculate the system
modulus n = p * g. Choose encryption key e randomly,
where 1 <e < ¢(n), PBB (e, §(n)) = 1 (where $(n) is the
total value = ¢(n) = (p — 1)(q — 1)). Solve the following
formula to determine the decryption key d, e *d = 1 (mod
¢(n)) and 0 < d < n. Then each user provides a public
encryption key: public key = {e, n} and stores the
decryption key: private key = {d, n}. If p is the message to
be sent, then the encryption formula is public key = {e, n},
¢ = pe (mod n), where 0 < p < n, and to decrypt it use the
formula private key = {d, n}, p = cd (mod n).

The encryption process can be done using a public key
based on the following equation.

Ci =Piemod n 1)
Where:
C = CipherText
P = PlainText
e = PublicKey
n = Product of the two prime numbers p and q

i = Character sequence
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The decryption process can be done using the private key
based on the following equation.

Pi = Cid mod n 2
Where:

C = CipherText

P = PlainText

d = Private Key

n = Product of the two prime numbers p and g

i = Character sequence

3. Research Methods

The research was conducted using qualitative descriptive
methods used to understand phenomena with a complete
description of the phenomena studied [26]. This study uses
document study procedures, natural observation, and
interviews to obtain and collect data. While software
development techniques use the Rapid Application
Development (RAD) method because the developed
software requires feedback from users [27]. Data analysis
techniques use qualitative data analysis techniques which
are based on the existence of a symmetrical relationship
between the variables studied which aims to answer the
problems formulated in the research. Data analysis
activities include collecting, reducing, presenting, and
drawing conclusions [28].

4. Results and Discussion
4.1. Image Security Testing Results

Security testing will be carried out using the cryptanalysis
method. Cryptanalysis is a study of ciphertexts that aims to
find weaknesses in the encoding system, so that it is
possible to obtain plaintext from existing ciphertexts,
without the need to know the key or the ciphertext-building
algorithm [29]. This method is also known as breaking
ciphertext. There are several techniques for performing
cryptanalysis, depending on the access the cryptanalyst
has, whether through ciphertext, plaintext, or other aspects
of the cryptographic system. Several types of attacks that
are commonly used to crack ciphers are Known-Plaintext
Analysis, Chosen-Plaintext Analysis, Ciphertext-Only
Analysis, Man-in-the-middle Attack, Timing/differential
power analysis, Correlation, and  Rubber-hose
cryptoanalysis [30]-[32]. The author will test the security
of the image using Ciphertext-Only Analysis. The
Ciphertext-Only Analysis method is used because the
image data that can be retrieved by hackers is only a
ciphertext contained in the database so the method can be
used as a test.

In the direct image processing process, the user will write
his signature first and then save it by clicking the save

button. The system will process signatures in this form
without going through Base64 encoding and Affine Cipher
and RSA cryptography. After the system processes the
image processing, the image results obtained are shown in
figure 1.

Fig. 1. Image Processing Results

If you look at the contents of the file in the image, the
results obtained are shown in figure 2.
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Fig. 2. Image File Contents

The contents of the file in image processing immediately
show that there is one of the texts indicating that the
content is an image, namely PNG is one of the formats that
comply with the provisions, so the signature image can be
read directly by the user. Image processing through Base64
encoding, after the user writes and then saves the signature
the system will process the signature via Base64 encoding,
but without going through the Affine Cipher and RSA
cryptographic processes. The processing results cannot be
seen directly, because the signature image has been
disguised. The contents of the signature image file that has
gone through the Base64 encoding process can be seen in
figure 3.
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W7XSAAAYMK1EQVRAXuldecxeQxefamxFERAPVUTEL
2050qvhDLK3wNmqnCCKEKKLSRCO18h)iaymR2PdK
Y@1a1VRbUbRFLKVgb6yVWil4v/zu983znXc6z/ve
+zwzc+/M/U3SWHGTe8/8zrm/e+bMOWd6dXZ2dic0
TKAEEAECPQiYUWEIYpIBIhAhgAIi4ZABIhANAIQ
SKIRFQUIAKSAhEUDIAIEIBOESFJRQIQUEGEIQMKI
DRABINANALSsaFRFQYKAESBh@QaIABGIBRESVISq
0qBEgAiIQsGEDRIAIRIMACSSaVVFQIKAESFi0ASIA
BKIBgIQVjaooKBEgAIQs2gARTALRIEDCIkZVFIQI
EAESFM2ACBCBaBAZYUNIKgPKBIGACYs2QASIQOQI
kLCiURUFIQIEGIRFGYACRCAaBENYBaiKghIBIKDC
0gOQASIQDQIkrGhURUGIABEGYJEGIAARIAYBELYD
qQKgRIAIKLBOABSACESDAAKrGIVRUCIABENYLAEL
QASiQYCEFY2gqKCgRIATKLNOAESACOSBAWOPGVRSU
CBABEhZtgAgQghgQIGFFoyoKSgSIQBKENX78ePXb
b7+pyy+/XG200UbUKhEgAoki EDIhXXLIINrSpEmZ
em699VaF /+YgAkDgl19+UQB99FAGXpgxXY/gxSBAS
01YsGOSWW26pVqlalanixhtvFdf fXUCauEUXCAW
bHgwhXfu30xW1113nbr++utd3Ib3KBGBgANrINNP
b3xBhwwZohYuXFgilHx@1RC47bbb1Lhx4x0iwcNE
BMEHqYQi ZWkBghg)67X00XLOHHHI TYBrPPvusOuaY
Y1qAgDIIDYF3331XDR48uMUBS S 2bp4YOHZ ravVGs3
n2gJ6+CDD1azZ89uxCf49ayd7VonjDABPRQELT1g
K7NmzSIACSAQIWF Id3/00T fMjHPrrbd0QB2cQrsI
XHTRRer2229v3KZPn25qSsyZat9992331vx9BRCI
JrowBd1mm22yHSAMB1MrYEUVECG2FBwderR64okn
KiThxiWgXgegISwbat9pqq8y7YuSVu2aQxu9lmEDP
qLOZMA3JCcRYZALERIVKFNTZtmgKBCRCB5557TnVe
dHQBASVDYZMNESYEEIiKsPbccO+1aNGiDPE0DjpI
YaeQgwgAAXjZK1eu7ALGIS980gYNGKSAEKIgGs Iy
82qWLVVGQHtCht jJOVIAQe sSMNN3SSxSmnnKIefvijh
dm7L31YQgSgIywy@jx87VoHAOI JASSI/nuVc6UBY
ILLrrruqOXPmMLaZoH1EQVhICH3++ecz+IHGACON
LdCuB4KwrK3jOITinm/SNoDr2muvrebPn6/qinPq
t1VSwjKDqQiilIpgay8CLevbZZ6unnnoqE/mdd96p
xcsEvSHeil8LSqaWLFmSzf/nn3929rF57LHH1Tkn
ntjFFGE66SZ1xRVXxGIellMgApUaLLzscPdh9Bix
PTFA/1000CL74usRkrCwlMLze /fuvWpAuqCdSLac
niR267T0z8+6]KwBAwaor7/+uvGIbbfdvilduis3

Fig. 3. Base64 Encoding Image File Contents

As seen in figure 3, the contents of the image file have
changed to a Base64 encoding pattern which has the
characteristics of uppercase and lowercase letters of the
alphabet, numbers, '+ and /' symbols. As a result, the user
is no longer able to read the signature directly and requires
decoding first to read the signature. When the user presses
the "Save" button, the signature is processed first into
Base64 encoding, then it will be encrypted using
cryptographic techniques using the code shown in figure 4.

ttd = § POST[ g data'];
Snc = encrypt{Ssign, Sprinedne, Sprinelvo, Spublickey, Skepdffine, Ssfthffine);

Fig. 4. Encryption Source Code

As seen in figure 4 the user's direct signature image which
is in Base64 encoding form will be stored in $sign. After
that, $sign will go through the encryption process with the
name of the encrypt function and take six parameters,
namely $sign for Base64 formatted images, $primeOne for
the first prime number in RSA, $primeTwo for the second
prime number in RSA, $publicKey for the public key. on
RSA, $keyAffine for the multiplier key on Affine Cipher,
and $sftAffine for the character shift key on Affine Cipher.
The way the "encrypt"” function works is that the encrypted
image will first be checked for the size of the image data.
Then each bit in the image data will be converted first to
ASCII code to facilitate the encryption process. Each bit of
the ASCII code will go through an encryption process
using RSA cryptography with a public key and two
predetermined prime numbers.

function encrypt{data,dprimel SprimeZ, Spublickay, Smultiplierkey,Sehiftkay) {
Slength = strlen ($data);

Sciphar = ="

for (3is@; $icSlangth; 3i++) {
Sconvert = ord{$data[34]);
Sancrypt ® ancryptord( JJprimal*Spr ay, Sshi Frkay)
Sancryptl = ancryptorl{Sconvar JIprimal*Spr- ay, Sshi frkay)
Sraplaced = substr_replaca(3ciphar, chr(Sencrypt@), 2*3is@, 1);
Sreplacel ® substr_replaca($replaced, chr(Semcryptl), 2'8i48, 1);

Sciphar = Sraplacal;

}
raturn $ciphar;

Fig. 5. Encryption Source Code (RSA and Affine Cipher)

The results of encryption in RSA cryptography are of great
value, so the value of RSA encryption is divided into two
parts, namely Most Significant Bit (MSB) and Least
Significant Bit (LSB). The MSB resulting from RSA
encryption will be entered as the first character and the
LSB resulting from RSA encryption will be entered as the
last character. After the MSB and LSB on the RSA
encryption results have been obtained, then the encryption
process is carried out using an Affine Cipher with a
multiplier key and a predetermined character shift key.
After the Affine Cipher encryption process has been
carried out, all ASCIl codes are converted back into
characters and collected into one text to form an image that
turns into ciphertext. The results of images that have been
changed to ciphertext become cryptic or unreadable when
viewed by the user. The following is an example of the
encrypted result of the signature when viewed in the
contents of the file in figure 6.
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Fig. 6. Fill in the Image Processing Results File with
Affine Cipher and RSA

It can be seen in figure 6 that the user's signature which
was previously written directly has changed to ciphertext.

4.2. Security Testing Results

The results of implementing cryptography on image data
will be tested using a security technique, namely
cryptanalysis techniques. One of the cryptanalysis
techniques used is the Ciphertext-Only Analysis method.
This method is taken as an example of a case when a

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2023, 11(3), 276282 | 279



hacker has succeeded in retrieving image data in a
database, but the image data taken is only in the form of
ciphertext which needs to be broken down into plaintext,
the hacker does not know what cryptographic algorithm is
implemented in the system and also does not know which
key is used. Must be searched to open the ciphertext. The
application used to test uses CrypTool which contains a
cryptanalysis method to solve a cryptographic technique.

In using the Ciphertext-Only Analysis method, several
tools are used to test whether cryptographic security is
safe. The tools used include Caesar Analysis using
character frequencies, ADFGVX heuristic analysis, M-138
Ciphertext only attack, Vigenere analysis, Homophonic
Substitution  Analysis, Transposition Hill Climbing
Analysis, Solitaire Brute-force Analysis, RC4 Analysis,
Enigma Analyzer, RSA Decryption. Based on the results
of the tests that have been carried out, it can be concluded
that the implementation of Affine Cipher and RSA
cryptography is difficult to solve so that the image data is
still maintained its authenticity.

After Affine Cipher and RSA cryptography is implemented
on the image data in the system, a comparison is obtained
between before implementation and after implementation.
The aspects that are considered in the comparison of the
old and new systems include data processing speed,
memory usage, and data security. The details of the
comparison of the old and new systems, namely that the
old system was better in terms of data processing speed
and data memory usage, but in terms of data security it was
still quite weak. In contrast, the new system in terms of
data processing speed and data memory usage is not good,
but the data security aspect is better than the old system.

5. Conclusion

Based on data analysis and discussion of research
problems, and testing, several conclusions can be drawn,
namely, the use of the Affine Cipher and Rivest Shamir
Adleman (RSA) cryptographic algorithms is able to
overcome weaknesses in Base64 encoding security
according to the results of tests that have been carried out.
Weaknesses in Affine Cipher cryptography can be covered
with Rivest Shamir Adleman (RSA) cryptography so that
the values of confidentiality, integrity, and availability are
better maintained due to the use of asymmetric keys in
RSA cryptography which are difficult to solve.
Comparatively, the use of the Affine Cipher and Rivest
Shamir Adleman (RSA) cryptographic algorithms is able
to disguise signature image data well, but in terms of speed
it takes longer and data memory usage becomes larger
compared to using only Base64 encoding. In further
research, cryptographic techniques can be found that have
faster processing and use smaller file memory, but still,
pay attention to the strength of securing stored data.
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