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FREQUENCY IDENTIFICATION BASED ON MICROCONTROLLER
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Abstract

This shady aims &t the application of Fadio Fregquawcy Identification (FFIDY) used on the
daoor. The RFID used iz based on Ardning Uno and is integraied with the Mifars RC-321
FFID reader. The aim i3 to gese 2 safety device and antomatic door opener that can
practically increase the Seeling of seowity ad comfart m opening the doar of the house,
without having to use various keys which may be vary inconveniznt, The method uzed iz the
watarfzll, with research stages camiad owt problam identification, systam analysis, svetem
dezizn, tool assembly program coding, and svatem testing. The results show fhst whan the
EFID tag is brought closer to the BFID 1eader, the door opans, Then when the FFID ta2 used
15 not appropriste, the buzzer will sound. The rezding distenca of each FFID tag by the REID
reader = 4 oo In addition, objecs or bamiar media betwean the RFID tag and the FFID
reader alsa deterning the succass of data reading. The key used 12 2 selencid doorlock with
the hialp of 2 relay.

Keywords: Smart Doarlock. Radio Frequency [dentification Micraconraller, Arduing Uho.

INTRODUCTION

Arvording to the Indomesizn Central Bureau of Statistics (2021), revealed the crime of
thieft is the most comnan crime i Indopesia with 37,778 incidants of theft accuming in 2013
{Seatiztik 2021). Lack of security & ane of the reazong for the ocoarvence of theft crimes,
same of the deficiencies that are often fumd in security svstems nchude the difficulty of
opening locks when used, easy to hresk essily demazed kevs, and essily duplicsted keys
(Bathke, 2021},

The rapid development of science and techmology hes frizgerad the emergence of many
new technologies, ane of which iz Radio Frequency Identification (FFID). RFID is a proces:
of identifving objects ar objects using radio Tansmission Tequeacies (Sudario et g, 2017,
FFID i alzo 2 new techaolozy that will contime to develop acconding to technological
advances that continge to increase, 5o it &2 cartain that FFID can be applied in various fields,
inchuding identifying those engzzed in logistics, warehousing, menufacfuring, secunity
sarvices, and others (Chen et gl 2020}, Fesearch conducted by Bibd et al. (2017), RFID has
two important components that are usad, namely tags that fanction to store data ramately and
readers to read data Fom each tag by emitiing radio waves with 3 certain fequancy. The
axiztence of RFID can facilitste work relsted to dats it or idantifying goods (Bibi et al,
07,

FFID iz & development of the previous identification system, namaly the Barcode. The
fimdamental differance between FFID and barcodes lies in the way 2 transponder is read ar
the device uzed 2= a label (Baloch et al, 2019). For barcodes, usualky, the reading it done
directly and the position betwaen the faz and the reader must be comect. Otharwize, the faz
camot e read by the reader, In conast to REID, caly by beinging the tag closer to the
reader, the tag can be identified. In addition. time iz saved due to the speed in resding the
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mformation comtamed m EFID taps much faster compared to barcodes and other
technologies. Thiz RFID fechnology can also be relisd upom by commecting other
technologies.

For example, RFID 1= comnected to sensors for ibrary exifs and ewreulation systems to
1entfy items lezving the lbrary (Shalnd, 2003). If someons ran out of the Lbrary and
couldn't be mterceptd, the Ibrary af least knew what had been stolen. If the membarzhip
card zlzo bzs an BFID faz, the lbrary will also be able to determme who can 15mue items
(ibrary materials). Minmmzed theft and cost savings. In addition, RFID tazs last longar than
barcodes because there 15 no direct contact with the rtem. Most BFID vendors clam thera 15 2
mimmum of 100,000 transactions before the tag may need to be replaced, however, tan vears
15 the guarantes. However, thers 15 a tag with 2 40-year guarantes provided by the vender
(Tharotia, 2010).

The development of technology ke foday hopes fo be able to solve problems that are
often encountered in human activities, one of which 15 secunty problame. One of the secunty
problems that we often encounter 1z the problem of unlocking the door of the house o
lockmg the door of the room. With conventional locks that are often nsad, 1t 12 falt that they
are ot effective encugh because of the many ohstacles that zre often encountersd, for
exampla, the lock used 15 jammed or makes if eazter for thieves fo break into the door.
Utihzmg technology that 15 now mersasingly sophistieated 1= expected to reduce problems
likz the one above with new imovations =0 that the kevs used are more comfortable and safe
when usad.

Related to some understanding of the advanfages of usmg existmz BFID systems, this
reszarch will design 2 modsl and smulation of 2 door securtfy system using Ardume UNO
microcontraller-bazed BFID and Mifare RC-322 (RFID reader). In this study, BFID tage 2
houze keyz will ba identified using an RFID reader that has bean designad together with the
Ardumo UNO microcontrallar.

LITERATURE REVIEW
The Concept of Radio Frequency [dentifieation (RFID)

Radio-Frequency Identification (RFID) 1= the use of radio waves to read and capture
mformation stored on a tag attached fo an object (Misar et al,, 2019). A tag can be read up to
how far 1t 12 and does not need o be in close proximity to the reader to be tracked. Accordmg
to Bagirathi et al, (2016) szid RFID 1z 2 tachnalogy that uses radio frequancy to 1denfify an
ttem or object (Bagirathi et al, 2018).
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Fizure 1. RFID Tag

Accordmg to Marvono (2003), BFID 1z an identification methed vamg a facility called
RFID or a fransponder (tag) to stors and refnieve data remotely. BFID 1= 2 method that can be
uzad to store of recerve data remotely using 2 device called an RFID tag or transpondar (The-
Zudoretal, 2011). 3o 1t can be concluded that BFID 1s 2 techmelozy that uses radio waves to
automatically identify an obyact from a distance or a short distance.



Figure . RFID Reader

Arduino Mierocontroller Coneept

The Ardumo muerocontroller 12 an open-source electromie ewrent, mn which the mam
component iz 3 mucrocontroller chip of the Atme] AVE. ATmega?28 senes from the Atmal
company (Nugraha et al, 2022). The microcontroller tealf is a chip that can be programmed
uemng 2 computer. According to Ferl Djuandy, Ardwine 15 2 mueroconiroller board based an
ATmezall8, which has 14 mput/output pins of which & pims can be used as PWM outputs, 6
anzlog mputs, 2 16 MHz erystal oseillator, 2 USE port, 2 power jack, ICEP headar, and racat
button.

The Arduime Uso microcontroller 15 2 misrocontrollar development boad bazed on the
ATmega®28P chup. Ardumo Uno has 14 digital mput/output pims or commonly written 10,
of which 14 pins can be used a5 PWM oufputs, imncluding pins 0 1o 13, § analog mput pins,
g 2 16 MHz erystal, meludmg pms A0 to A3, USE comnection, a power jack, an [CSP
hezder, and 2 reset button (D'Ausiho, 2012). This 1z all that 1= neaded to support 2
microcontroller erreust

Firure 3. Arduino Uno Board

How Radio Frequency [dentification (RFID) Works

EFID 1= an electrome devies that has 2 wireless demtification system that allows
contactless data retneval The working prmeple of RFID 15 that the system performe
wentification weing radio waves. For this rezson, the process of usmg BFID requires two
devices, namely TAG and Feader (Finkenzaller & Miller, 2010). When scanmmg data,
Reader will read the sizmal zivan by the BFID Taz.

EFID Tag 15 2 fool attached to an object to be identified by an RFID Raader. RFID Tag:
can be pasaive or active devices. Paszive tag means without 2 battery and active tag means
uemg the battery (Kelm o al,, 2013), Pasarve tagy are more widely used bacause they are
chezp and have 2 smaller size. An KFID Tag can be a read-only device which means if can
only be read or a read-wnite device which means it can be read and rewnitten for updates.

EFID Reader 15 an BFID Taz reader tool, There are two kinds of BFID readers, namely
pazzrve readers (PRAT) and actrve readers (ARPT) (Seol et al, 2017). Pasaiva readers have a
pazsive teader system that only racetves radio sizvals fom active (batterypower source)
FFID tags. The range of pasaive RFID recervers can be up fo 600 meters. This enables the



application of RFID for assat protection and memitoring systems. An active reader has an
active reader system that tramemufs an interrogator sigmal fo the Taz and receves an
authentication raply from the Taz. This mtemrogator siznal also mduces the Taz and finally
bacomes 2 DC zignal which becomes the paseive Tag powar source (Curty et al,, 2008).

How Liguid Cryztal Display (LCD) Works

I general applications, RW iz assigmad a logie “07 low. The data bus conzists of 4-bat or
§-bit, If the data path 15 4-bit then DB4 to DBT iz used. As seen m the deseription table, the
LCD mterface 1= a parallel bus, which makes 1t vary sasv and fast to read and write data from
or to the LCD (Al & Radeep, 2014). The ASCIT code displavad as 3 bits 15 sent to the LCD
d-bits or 8-bits at 2 time. I 4-hit mode 13 used, 2 nibblas of data are sent to make it fully 8-bit
(4-hit M3B 15 sent first, then 4-bit L3B with an EN clock pulse for each mbble). The EN
control line 1z used to mform the LCD that the microcontroller iz sending data fo the LCD
(Prazogo etal,, 2021). To sand data to the LCD, the program must set EN to hugh "1" and then
set the other two control Imes (RS and B/W) ar also send data to the data bus Imas,

When the other line 1 ready, EN must be sef to “0" and wait 2 while {depending on the
LCD datasheat) and set EN hack to ugh 1. When the K3 lme 12 in a low “07 condition, the
data zent to the LCD is considerad 2 special command or metruction (such a5 cleaning the
serean, cursor posttion, fe.), When RS 15 ugh or 1", the data sent 15 ASCIT data which will
be dizplayed on the seraan. For example, to display the letfer "A" on the seraen, RS must be
setto 1", The W control lma must ba i low (0) condition when the information on the
data bus 15 to be witten to the LCD. If the B/W 15 m 2 hugh 1" condition, the program will
query (rzad) the data from the LCD. There 15 only one r2ading mstruction, namely, Get LCD
status (readmg LCD status), the others are wiiting metructions. So almost every application
that uses the LCD, R'W 1 always sat to "0". Data paths can consist of 4 or § pathe
(dependinz on the mode sslacted by the user), DB0, DB1, DBZ, DB3, DB4, DB3, DB, and
DE7. Sendnz data in paralle] in either 4-bit or $-bit are the 2 primary modes of operation. To
creats an LCD mterface application, the specified operatmg mode iz of uimost importance
(Al & Radesp, 2014).

8-bit mode 15 best used when speed 12 2 prionfy 1n an application and af least 11 10 pms
are avallable (3 for control, § for data). While the 4-bit mode only requires 2 mimmum of 7-
bit (3 pme for control, 4 pims for data). The BS bt 12 wed to select whether data or
Imstructions are to be transferred between the microcontroller and the LCD. If this bif 15 sat
(B3 =1), then the byte at the current LCD cursor position can be read or written, [f this bit 1z
razzt (RS = ), 1t 1z the metruction sent to the LCD or the execution status of the last
mnetruction read (Al & Radeap, 2014).

How Selenoid Doorlock Works

Electromic door locks generally use solenoids. Selenoid door locks are alactrome devicss
whose working principle is electromagnetic (Rivanto, 2018). Selenoid door locks generally
uz2 2 working voltaze of 12 volts. Under nommal conditons, thiz devies 15 in 2 closed
condition (lockme the door), when 1t 15 given a voltaga of 12 volts the lock will open. To
control the Selenod door lock from Ardmne, an mierfzce or driver cireutt 15 needed. One of
them can ez a 3-volt relay (Falohun et 2l,, 2021). By vemg this relay, the Selencid door lock
can ba controlled by the Ardumo mierocontrollar.

How the Relay Module Works
The relay module 12 2 davice that operates bazed on electromagnetic principles to move
the contactor to move the ON to OFF posttion or viee verza by uiilizing electrioty. Bazieally,
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the fimetion of the relay modula 1z an elactric switch. Where it will work automatically based
on the gven logic command (Hastbuan et al,, 2021). Mostly, 3-volt DC relays are used fo
make projects where one of the components requires high volaze or ome that 15 AC
(Altematnz Current) 1n naturs, Whila the use of relays more speerfically 12 to carry out the
lozic functions of the Arduno microcontroller, 2 means to control high voltages namg only
low voltages, mimimiza the ocourrence of voltage drops, allow the use of time delay finctions
or tme dalay finctions, profect other components from an excess voltage that causes short
cireuifs, and simplifies the cirewit to make 1t more concize, The relay can work because of the
elactromagnetic force that is created from an iron core which 15 wrapped around the coll wire
and 15 elecmfied (Gurevich, 2013). When the col 15 electnfied, the mon core will
automatically become 2 magnet and atiract the suppert zo that the condion that was
ongmally closed becomes open.

RESEARCH METHODS

The rezearch was camied out usmg the waterfall method, with the stagas of identifying
problams, at this stage, collacting all the necessary materials and data, groupmg problems,
and solving problems. System analyais, analyzing mformation and problems obtamed from
the mittal stage and also analyzimg overall and detailed nead:. System Dezien, at this staze,
program desizn, cireutt models, and floweharts are started. Wnting program cods, at fhis
stage, coding 15 camied out i a predetermmed programming language based on the overall
dezign, Aszemblmg the fools that have been detenmined bazed on the desizn that has been
made, System testing, at this staze, the tool will be tested for conformuty with what was
desiened and carried ouf tests to detect axieting problems and make mprovements (Kramer,
2018).

RESULTS AND DISCUSSION
Rezolts
Problem Analysiz Rezults

The door openmz svstem that 1z locked using 2 slot kev 1= zensrally sl done manually,
the kev 15 a type of fastening device fo prevent the doar leaf or other cover from opening
from itz onzimal posttion. Locks that are mstalled on doors of houses, cupboards, cars,
motoreyeles, chests, or others, generally consiet of two parts, namely the mam and the kay,
the mam fmetion of the key 1z to unite or link the two parts, for example, the door lsaf and
the frame =0 that 1t cannot be opaned without a tool. sperial, Thiz spectal openmg and
fastening tool are called a key, but there are also other types of locks such a: padlocks
(hangmg locks) which can be fastensd without 2 key and the kev i cnly needzd when
opening 1t Another type of lock that works m common with 2 house door 2 2 car or
motoreyele steermg wheel lock. This type 12 diffarent from the imtion of a car or motorbike,
which fimetions to connect the elactrical cirowt to the engine 1gamion system so that the
enzme can be started.

Al locks have a Grendal that 15 able to prevent the door from openmg, the Grandsl
remains locked whan the partnar's key is not used to open . The [atch m the mam lock can
be opened when the levar can be rotated. The Grandal lever 15 equipped with 2 senes of matal
pegs, each of which 1z composed of two halves with a sprmg. These pairs of metal pegs have
unequal langths, so that the location of the comnection between the Jower and uppar pegs,
each of which 12 equipped wifh a spring, 1= not 1 2 straight lme. This 1z what cauzas tha lever
not to rotzte fraely. The kev lock has 2 depression with 2 depth and a protrusion that each
corresponds fo the main pegs of the lock o that when the key 15 mserted, the comaction of
the pims liss i a siraight lme. The straight position that fraes this lever causas the Grandel fo
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be openad. Dependmg on the level of sacurity raquirsd, in one lock there can be thres to
seven pairs of pegs.

There ars saveral types of locks, one of which 15 the lock on the door of the house. The
opening and closing system 15 generally shill done mamuzlly by turamg the key or shdimg a
slot. Basically, house door locks are divided info two types, namely conventional locks which
are commenly used manually, and digital locks which are more modem and conzidered
capable and reliable for guardmg the door of the house. Conventional door locks consist of
levar locks, slot locks, and cylnder locks,

Bazad on the results of the analysiz and research condueted by the author, the warkings of
each lock are still dona manually by rotatmg and moving the door lock. Therefore, the auther
will change the way the door lock works from mamual to automatic, i 2 way if the door &=
locked then 1f 1z opened by attaching an awfomatic card to the fool that has besn provided
later, and the lockad slot will be opaned with.

System Design Rezults

Svstem desim 15 a stage of the process to find out what things are needed m building the
system to be formed. The dezign of thiz svstem will include desizning outputs, mputs, file
structures, programs, procedures, hardware, and software that can support system desimn.

Firure 4. Flow Svatem

Ardumo acts 25 2 core device that 15 equipped with electronic components so that
programs can be directly filled m according fo their needs and fimctions. This door opaner
system can be used to devalop serve motor movement applications, 25 well s BFID work
systems. This system 1= made for simulating an automatic door opener fhrough an RFID
device so that the output produces a value fhrongh several semsors, this value will be
procezsed 1 the Arduno device. The parameter used 12 the RFID card attached to fhe RFID
Reader from a sensor that has been pre-procezsed on Ardume. Then, these results will drive
the zervo motor to open the lock slot. If the RFTD card has been rezistered, the servo motar
will move to shuft the locked key slot o that the key slot is open and if the RFID card has not
been rezistared, the servo motor will not move to shift the kev slot

The system consists of mput, process, and output devices. Input 13 the result of reading
from the RFID card atfached to the FFID reader. The process of managmz data from an
RFID card 1= processed mto a program on Ardwino which will then be procassed by a semo
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motor. Cutput 15 the result of data that has been processed by Ardwne which will driva the
servo motar. [f the RFID card iz attached and the tag ID has been registerad, the servo motor
will shuft the slot lock, and of the RFID card to which the taz ID 1= atached has not been
Teziztered, the servo motor will not move.
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Figure 5. Smart Doorlock Hardware Design  Figure 6. Design of Selenoid Doorlock and
Relay Module

L

Figure 8. Desain LCD 6x12

Figure 9. Desain RFID Figare 10. Desain Buzzer

Ardmno 1z an alectrome board mstrument composad of chip support devices that can be
embedded i programs. The components of thiz Ardume are merocontrollars that are planted
1 each series, m each Arduino senes using 2 different mueroconfroller accordme fo the
needs. Ardume Uno has an ATMezad28 microcontroller and the programming lnguage used
15 C language. In essence, data 15 mput via the mput pin, then the mput data 15 recervad by the
micracontrollr for processing, then the data will be sent back to the output pm.

The first stage of how Ardumo works 15 the mput component that 1s connected to the
Ardump devics, then Ardmno will r2ad or measure the data that becomes the trgzer. In thiz
tezzarch, an BFID card 15 attached to the RFID reader. Data 12 sent fo the Ardumo imput pin,
the input pin 15 the mtermediary that connects the Ardune and the mput component. 8o, the
data obtamed from readimg the component mput will be sent to the Arduino mput pin. Data
enfers the mucrocontroller, and dats om the Ardumo mput pm will be zent to the
micracontraller fo contmue the data processing stage. Data entered info the microcontroller
will be processed bazed on the mput program. Also m this stage, the command will be
execnted and run by the output device, Programs processad by the Ardumo microcontroller
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uz2 the C language using the Arduino IDE software. Then the data is sent to the Arduing
output pim, after the data 15 proceszed, the next stap 1s the data zent to the Ardumo output pin.
Lake the mput pins, Ardumo output pims also act 23 itermediaries that connect Ardumo and
output components, Finally, the data 15 sent to the oufput component, the data that 12 on the
Ardumo output pin will then be zent to the output component. So, all program commands
eiven by the microcontrollar will be directly executed by the output components.
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Figure 11. Flowchart of Smart Doorlack System

Diseussion
System Implementation

Svstem implementation iz the procass of mplementing the systen that has bean desined,
this staga 15 the stage of putting the system ready for use and also as an effort to realizs the
system that has bean dasigned.

Figure 12. Simulation of Smart Doorlock Figure 13. RFID Installation
Svatem
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Figure 14. Door Lock Solenoid Installation

Figure 16, Tnstallation of 16512 LCD Figure 17, Buzzer Intalion

System Testing

After the systam dasign has been completed, the next thing 15 o look at the test rasults,
there are several aspects that will be seen mn the tast resulfs, meludng BFID Raader testing,
Selenoid testing, LCD testing and finally testing the distance between the RFID sensor and
the I Card. Inttial festing of the LED mdicator Light voltage 1 carried out to find out how
much voltage 15 there when the hight 15 off (OFF) and when the light 15 on (ON), by
meazurmg the voltaze on sach LED mdicator light. Based on the results of LED testing when
the OFF condition 1z 0 Volt and when the LED 15 ON the voltage is 3 Volts,

Next, tast the relay and buzzer voltages to find out how much voltsge & when the
condition 1z OFF and when the condiion 15 ON, by measuring the voliaze on each of the
exizting components. Bazed on the results of the relay test when the OFF condition 12 0 Valt
and when the Relay 1z ON the voltaze 15 5 Volts, the same results are obtamed m the buzzer
test.

LCD testing 15 camed out fo find out or display the aceess status and also attach the ID
Card which 15 then dizplaved on the LCD screen. Based on the tests camied out, it shows that
the LCD 1z fimetionmz proparly, and can dizplay the status "Weleome, Plezse Attach Your
Card’, "Card Not Begistered”, and "Please Enfer”.

Figure 13. Testing of LCD Display




states)

Testing the reading distance of the RFID reader sensor with the [d, Card 15 carriad ont
ueing a ruler, Measuring the distance batwean the [D Card and the RFID reader aims to find

out how far the KFID [D Card reader can read. Testing the D (ard to open the selenoid
doorlock 1z camied out by attaching the ID) Card to the RFID reader which amns fo determme

the distance the ID) Card can unlock the door with the result that 2 minium readmg distance

of 0 em 15 obtamed and 2 maximum readmg distance of 4 em,

CONCLUSION AND RECOMMENDATIONS

Concluzion

Bazed on the analvsis, desizn, and testing it can ba concluded that when the RFID 3z (ID
Card) 15 brought close to the BFID reader, the door opens. Then, if the RFID tag uzed doas
not match, the buzzer will sound. The reading distance of each RFID fag by the RFID raader
15 2 maximum of 4 em. In addition, the barrier abject or media between the RFID tzz and the
RFID readar also determings the sucesss of data reading. The key used 1z 2 solenoid door
lock wth the help of a relay. Arduino Uno can be usad as 2 data processing microcontroller
for automatie door unlock systeme. The key vsed 12 a type of key clot, namely a Selencid
Doorlock with the help of a relay. EFID readers can read RFID tazs as zensars to unlock
automatic doors. Buzzer, LCD, and LED function as mdieators to detect doors vemz RFID, of
RFID 15 registerad, the buzzer soundz, the LCD displays "Please Pxfer” and the green LED
lights up. if the RFID iz not rezistered. the buzzer sounds, the LCD displavs "Card Not
Registered” and the rad LED lights up.
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